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TITLE QF THE 

DUAL-DOMAIN INTELLIGENT PLATFORM MANAGEMENT INTERFACE (IPMI) 
CONTROLLER 

BACKGROUND OF THE INVENTION 
1. Field of the Invention 

The present invention generally relates to control of a computer chassis. More 
particularly, the present invention relates to handling of system management information in a 
computer chassis by a dual domain controller acting simultaneously as a satellite management 
controller and a baseboard management controller. 



2. Discussion of the Related Art 

Computer management demands are becoming more detailed as the computers 
themselves become more complex. Currently, computer management architecture is not very 
intelligent in how the central processing unit (CPU) manages the resources of the computer. 
Sensors, field-replaceable units, and circuit boards each have a different way of communicating 
whether or not it is operating within normal and expected parameters. The CPU monitors these 
devices by continuously polling each device to determine if there is a problem that needs to be 
reported, or if a device has been added or removed. 

The monitoring performed by the CPU keeps the CPU from performing its primary tasks, 
such as running the operating system and application software. These monitoring requirements 
greatly impact the CPU performance as the system grows in size and complexity. Also, the 
monitoring is performed in a proprietary fashion on most existing computers. In addition, 
computer purchasers desire to have computers that monitor, analyze, and repair themselves. 
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In response to the problems of decreased CPU performance and the need for 100% 
computer availability, multiple computer vendors developed the Intelligent Platform 
Management Interface (IPMI). In addition, the computer vendors use Inter-Integrated Circuit 
(I 2 C) as a hardware-level communication layer between different integrated circuit devices 
within a system to connect the devices with the CPU. 

IPMI is an open standard hardware management interface specification that defines how 
unique devices can all communicate with the CPU. With IPMI, the CPU makes requests and 
receives information from an IPMI event log through a baseboard management controller 
(BMC). The devices communicate, in a standard way with the IPMI event log and the CPU only 
asks what has changed in the event log since the last inquiry. 

The intelligence of managing the hardware has moved into the IPMI firmware layer. The 
CPU software layer now communicates in a standard way to the IPMI firmware. The system 
scalability is increased because the management intelligence is closer to the managed devices. 

The IPMI standard includes the following elements: the Intelligent Platform Management 
Interface, the Intelligent Platform Management Bus (1PMB), the Intelligent Chassis Management 
Bus (ICMB), the Baseboard Management Controller (BMC), and the Satellite Management 
Controller (SMC). 

The IP MI standard provides a specification for the controller command sets, including 
command sets for sensors, event logs, and sensor data record access along with the specification 
for the data formats. The data forms utilized by IPMI include sensor data records, event log 
entries, and field replaceable unit (FRU) inventory entries. 

The IPMB is the I 2 C based, multi-master bus used for intra-chassis communication 
between the BMC and "satellite" management controllers (SMC). SMCs are management 
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controllers that are distributed on other modules within the system, away from the "central" 
BMC. The ICMB is a bus used for chassis-to-chassis communication. The BMC manages the 
interface between the system management software and the platform management hardware, 
provides autonomous monitoring, event logging, and recovery control, and serves as a gateway 
between system management software and the IPMB and ICMB. 

In a computer chassis, system management security is an issue if a central BMC is 
connected to SMCs that reside on computer board sets (CBS). Because there is one central BMC 
and one central event log, each CBS has access to system information about the other CBSs. 
Ideally, each CBS should have access to system information about itself without this information 
being visible to other CBSs, while also providing external system management information to 
the central BMC. 

Compact Peripheral Component Interface, also known as CompactPCI® (specification . 
2.0, revision 3.0, PCI Industrial Computer Manufacturers Group, published October 1, 1999), 
IPMI CBSs may be designed for a specific slot type (system, peripheral, or busless) or may be 
designed to operate in any slot type. Typically, the IPMI controller operates as either a BMC 
when installed in a system slot or as an SMC when in a peripheral or busless slot. However, the 
controller may be utilized only in one mode at a time; it cannot operate simultaneously as both a 
BMC and a SMC. Again, system management security is an issue because the CBS internal 
system management information is visible to other CBSs. 

Accordingly, a need exists for a controller to operate as a BMC and SMC simultaneously 
in order to separate system management access into multiple domains for greater system 
management security. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 illustrates a computer chassis utilizing Intelligent Platform Management Interface 
(IPMI) according to an embodiment of the present invention; 

Fig. 2 illustrates a computer board set (CBS) architecture according to an embodiment of 
the present invention; 

Fig. 3 illustrates a dual-domain controller according to an embodiment of the present 
invention; and 

Fig. 4 illustrates a flowchart of a method a dual-domain controller utilizes to determine if 
an event message is utilized by an on-board baseband management controller interface or an on- 
. board satellite management controller interface according to an embodiment of the present 
inveniion. 

DETAILED DESCRIPTION OF INVENTION 

Fig. 1 illustrates a computer chassis 2 utilizing Intelligent Platform Management Interface 
(IPMI) according to an embodiment of the present invention. A computer may be a web server 
or file server. A computer may also be an application or control processor as used in 
telecommunication systems. A computer chassis may be a chassis with one or more computer 
board sets (CBSs). The computer chassis 2 may include a central baseboard management 
controller (CBMC) 4, an Intelligent Platform Management Bus (IPMB) 6, a memory board 8, a 
central processing unit (CPU) 10, shared resources or sensors 11 such as a fan or power supply, 
and at least one computer board set (CBS) 12 14 16. The CBSs 12 14 16 are configured as dual- 
domain controllers connected to the computer chassis 2 via a computer chassis board slot. The 
CBSs 12 14 16 may be connected via a Compact Peripheral Component Interface (CompactPCI) 
board slot or via other computer bus interface protocols. Illustratively, the board slots may 
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include a CompactPCI system slot, a CompactPCI peripheral slot, or a compatible node slot. 
The CBS may be a computer in itself, an application processor, or the like. 

The CBS may be a single board computer installed in one board slot. Alternatively, the 
CBS may be a plurality of boards connected to each other installed in one board slot. For 
example, the CBS may be a set of piggybacked boards installed in one board slot. In another 
embodiment of the invention, the CBS may be a plurality of boards connected to each other and 
installed in multiple board slots. In even another embodiment of the invention, the CBS may be 
a device, such as a power supply or fan frame, connected to an integrated circuit board. 

The computer chassis 2 is implemented in accordance with the Intelligent Platform - 
Management Interface (IPMI). IPMI messaging uses a request/response protocol, and IPMI * 
request messages are commonly referred to as commands. Standardized commands are defined, 
in the IPMI specification (current version 1.5, revision 1.0, February 21, 2001, by Intel, Hewlett- 
Packard, Dell, and NEC). The use of a request/response protocol facilitates the transfer of IPMI 
messages over different transports like the IPMB, ICMB, or any well-known system interfaces. 
IPMI commands are grouped by functionality. Illustrative command groups include sensor and 
event commands; application commands for controller functionality; chassis control and status 
commands; bridge commands; storage commands for non-volatile storage access; and firmware 
transfer commands. This list is merely illustrative. 

Event messages encapsulate key event info like sensor type, event type, event transition, 
and event generator. Event messages are combined with the sensor data records information to 
allow for in-depth event analysis and allows the application to identify the entity and field 
replaceable unit associated with the event along with the sensor. 
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Sensor data records (SDRs) are also a part of the IP MI architecture. SDRs describe the 
population of sensors by providing such information as location, ID, access method, type, unit of 
measurement and reading type of the sensor. Illustrative sensor types include temperature, 
voltage, and processor, while illustrative units of measurement may include volts, amps, or bytes 
per second. The SDRs also guide software in presenting sensor information like normal reading 
ranges, tolerance and accuracy along with the sensor ID string. In addition, the SDRs identify 
the entity or the Field-Replaceable Unit (FRU) associated with each sensor. In one embodiment 
of the invention, the SDRs hold default threshold values and event generation settings for sensors 
and management controllers; the BMC initializes the sensors and management controllers by ■■« 
sending the threshold values or event generation settings to the devices. Alternatively, SDRs 
may describe the number and types of devices connected to IPMB 6, and the location and type of 
field replaceable unit (FRU) devices. 

The heart of the IPMI architecture is the central BMC (CBMC) 4. The CBMC 4 : 
manages the computer chassis 2. The CBMC 4 manages the interface between system 
management software and the platform management hardware. The CBMC 4 also provides 
autonomous monitoring, event logging, recovery control, and serves as a gateway between 
system management software and both the Intelligent Platform Management Bus (IPMB) 6 and 
the Intelligent Chassis Management Bus (ICMB) 18. The CBMC 2 is connected to a system bus 
20 on the computer chassis motherboard through a system interface 22. 

In one embodiment of the invention, the interface to connect the CBMC 4 with the 
system bus 20 is a 8742 keyboard controller-style interface. Alternatively, the system interface 
22 may be a server management interface chip or a block transfer interface. 
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The CBMC 4 may be located on the motherboard of the computer chassis 2. 
Alternatively, the CBMC 4 may be installed in the system board slot of the computer chassis 2. 
If a CBS with dual-domain controller functionality is installed in the system board slot of the 
computer chassis 2, it may operate as the CBMC 4 of the computer chassis 2. This example is 
illustrative; a dual-domain, controller may use other factors to determine to operate as the CBMC. 

The CBMC 4 may include a centralized, non-volatile storage system as illustrated in Fig. 
1. Alternatively, the CMBC 4 may be connected to the non-volatile storage system. The non- 
volatile storage system may include a central system event log (CSEL) 24, a central sensor data 
record (CSDR) repository 26, and a baseboard field-replaceable unit (FRU) information module . 
28 \ 

Event messages from sensor devices or management controllers are transmitted to the . 
CSEL 24 for storage. The CSEL 24 is, for example, a centralized non-volatile storage for time- 
stamped event messages. Illustratively, the event messages are compact 16-byte event records 
with the message format tied to the sensor representation and access. The CPU 10 asks the 
CBMC 4 for system management information updates via the system management software and 
the CBMC 4 retrieves the system management information from the CSEL 24. 

The CSEL 24 is managed by the CBMC 4 and ensures that "post-mortem" logging 
information is available should a failure occur that disables the computer CPU 10. A set of IPMI 
commands allows the CSEL 24 to be read and cleared and also for events to be added to the 
CSEL 24. If an event is to be added to the CSEL 24, it is referred to as an event message and 
illustratively may be sent to the CBMC 4 via the IPMB 6, 

The central SDR repository 26 is, for example, a centralized non-volatile storage for 
sensor data records. The baseboard FRU information module 28 is, for example, a non-volatile 
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storage for FRU information regarding the baseboard FRUs. In addition, FRU information may 
be stored in non-volatile storage located on other devices or modules. - . j 

The Intelligent Platform Management Bus (IPMB) 6 is a standardized bus and protocol ■ 
for extending management control, monitoring, and event delivery within the chassis. The IPMB 
6 is routed between major system modules in the computer chassis 2. The IPMB 6 is used for 
communication to and between management controllers, e.g., CBSs 12 14 16. 

The motherboard where the CBMC 4 is located or the CBSs with dual-domain controllers 
12 14 16 are located, may include at least one private management bus 30. The private 
management bus 30 may be used to connect various sensors to the IPMI controllers- The private 
management bus 30 is private to the specific controller to which it is connected,: and therefore, 
only that controller knows about the private management bus 30. Thus, only the controller has 
the ability to directly access the sensors on the private management bus. In one embodiment of 
the invention, the private management bus 30 may be a I 2 C-based, single master bus. 

In one embodiment of the invention, computer chassis shared sensors 11 like fans and 
power supplies may communicate directly to the central BMC 4 via a private management bus 
30. Thus, only the CBMC 4 has the ability to directly access the shared sensors. Before a 
system utilizes a sensor 11 to gather system performance information, the sensor 11 may need to 
be initialized. The sensor initialization information is located in the CSDR repository 26. The 
CBMC 4 directs the CSDR repository 26 to provide the sensor initialization information to the 
sensor 11 at startup. In another embodiment of the invention, the CBMC 4 directs that sensor 
initialization information may be provided to CBSs 12 14 16 to initialize the sensors that reside 
on the CBSs 12 14 16. The sensor information is collected on an ongoing basis under the control 
of the CBMC 4 as the CBMC monitors the sensors 11 and is stored in the CSEL 24 as an event 
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message. Illustrative sensor information includes board temperature, system voltages, and fan 
status. 

Baseboard FRU information is also provided to the CBMC 4 and stored in the baseboard 
FRU storage 28. The FRU information may either be provided via management controllers or 
serial electrically erasable programmable read-only memories (SEEPROMs) 32. For example, 
by having a SEEPROM involved, it allows the subsystem not to have a management controller 
as part of the device. If the FRU information is provided utilizing SEEPROMS 32, the 
SEEPROMS 32 communicate with the CBMC 4 via a private management bus 34. For example, 
the SEEPROMS 32 on.the system memory board 8 may communicate with the CBMC 4 via the 
private management bus 34. Illustratively, FRU information includes information such as serial : 
number, part number, model or asset tag. The FRU information may be available at any time, 
even when the system is powered down, and is independent of system BIOS, the system CPU, 
the system software or operating system. This arrangement allows information to be retrieved 
via "out-of-band" interfaces, such as the ICMB 18 and other devices connected to the IPMB 6. 

IPMI supports the extension of platform management by connecting additional 
management controllers within the computer chassis 2 using the IPMB 6, which is routed 
between major system modules and is used for communication to and between management 
controllers. In one embodiment of the present invention, management controllers are 
implemented on computer board sets (CBSs) 12 14 16. The CBSs 12 14 16 are connected to the 
computer chassis 2 via module slots. Illustratively, the slots conform to the PCI interface or a 
Peripheral Component Interface Manufacturer's Group (PICMG®) 2.16 (specification under 

s 

development) compliant interface, although other interfaces known in the art are acceptable. 
Because the CBSs 12 14 16 are located in slots away from the CBMC 4, they are sometimes 
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referred to as satellite management controllers (SMCs). The system may have one SMC/CBS or 
multiple SMCs/CBSs. 

According to an embodiment of the present invention, each CBS operates simultaneously 
as both a satellite management controller (SMC), to receive requests from, and to transmit 
system management information to, the CBMC 4, and as a locai baseboard management 
controller (LBMC), to receive and to distribute CBS system management information internally. 
An example of CBS system management information is the local CPU temperature, the status of 
LEDs on the CBS, or whether a specific chip is in operating within proper temperature 
guidelines. ;.A CBS that operates simultaneously both as a SMC and a LBMC .mayi)e referred to 
as a dual-domain controller. . vi : : 

In one embodiment of the invention, the computer chassis 2 may contain multiple CBSs 
12 14 16 operating as dual-domain controllers. In another embodiment of the invention, CBSs 
12 14 16 operating as a dual-domain controller may be located in a separate computer chassis 36; 
the multiple chassis may be connected by the ICMB 18 and may be controlled by the CBMC 4. 

Fig. 2 illustrates a computer board set (CBS) architecture including a dual-domain 
microcontroller according to an embodiment of the present invention. The CBS 12 may include 
a dual-domain microcontroller 40, a flash memory device 42, a RAM device 44, a local IPMB 6, 
a low-pin count (LPC) bus 48, a SMB bus 49, a group of devices/sensors 50 - 53 and a FRU 
information device 54, a local CPU 55, a North Bridge 56, and a synchronous dynamic random 
access memory (SDRAM) 57. The North Bridge 56 handles many system operation functions in 
the CBS 12. In addition, a CBS 12 may also include a South Bridge 58, a PCI bus 59, an 
Ethernet Controller 60, an Ethernet Multiplexer 61, and a front panel Ethernet access port 62. 
The Ethernet Multiplexer 61 selects whether the Ethernet Port 60 is routed to the front panel 
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access port 62 or the PICMG 2.16 port 63. The South Bridge 58 handles many input/output 
functions for the CBS 12. 

Fig. 3 illustrates a dual-domain microcontroller 40 according to an embodiment of the 
present invention. The dual domain microcontroller 40 includes a local baseboard management 
controller (LBMC) interface 70, for transmitting information to the host CPU over the host 
interface 74 and for collecting information from the sensors 50 - 53, and a SMC interface 72, for 
transmitting system management information from the CBS 12 to the CBMC 4 over the IPMB 6 
and for receiving requests for information from the CBMC 4 over the IPMB 6. The host interface 
74 may be a low-pin count (LPC) bus 48. Alternatively, it may be an industry standard 
architecture (IS A) bus, or any other well-known bus technology utilized to connect components 
on the CBS 12. -r . ' 

This configuration allows for system management access to be separated into multiple 
domains for greater system management security. The LBMC interface 70 provides internal 
system management information to the local CPU 55 and is not involved in providing external 
system management information to the CBMC 4. The SMC interface is a separate logical entity 
and provides limited access to the system management features of the CBS. Often the SMC 
interface only handles event messages, like platform event messages, that are requested by the 
CBMC 4. Therefore, the LBMC interface 70 and the SMC interface 72 are in separate domains. 
Other CBSs cannot view the internal first CBS system management information because these 
other CBSs may only be connected to the first CBS through the SMC interface 72 and the SMC 
interface 72 has limited access capability, often only responding to event message requests from 
the CBMC 4. 
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The SMC interface 72 and the LBMC interface 70 may be implemented in firmware 
resident on the CBS 12. In one embodiment illustrated in Fig. 2, the SMC interface 72 and 
LBMC interface 70 may be implemented by and located in the flash memory 42. In another 
embodiment, the SMC interface 72 and LBMC interface 70 may be located and implemented in 
an application specific integrated circuit (ASIC) resident on the CBS 12. Alternatively, the SMC 
interface 72 and the LBMC interface 70 may be hardwired into the CBS 12. Additional 
locations for the SMC interface 72 and the LBMC interface 70 include read-only memory 
(ROM), programmable read-only memory (PROM), erasable programmable read-only memory 
(EPROM); electrically erasable programmable read-only memory (EEPROM), arid SEEPROM. 
The RAM 44, illustrated in Fig. 2, may be used for debugging and operational fiinetidns of the .: 
dual domain controller. h-n%. 

The SMC interface 72 receives event message requests from the CBMC 4 via the 
IPMB 6. In an embodiment of the invention where the CBS is located in another computer 
chassis 36, the SMC interface 72 in the other computer chassis 36 receives event messages from 
the CBMC 4 via the ICMB 18. The SMC interface 72 accepts the event message request from 
the CBMC 4, gathers the information from the- appropriate device, such as a sensor 11, packages 
the information in the appropriate transmission format and transmits the event message with the 
information over the IPMB 6 to the CBMC 4. If the SMC interface 72 is located in another 
computer chassis 36, the information is sent over the ICMB 18. 

The LBMC interface 70 receives input from the local FRU information module 70, a 
plurality of local sensors 50 - 53 and the non-volatile local system event log (LSEL) 78, as 
illustrated in Fig. 3. The LBMC interface 70 monitors the local sensors 50 - 53. In an 
embodiment of the invention, the LSEL 78 is located in the Flash memory 42 as illustrated in 
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Fig. 2. The LSEL 78 operates in a similar fashion to the CSEL 24 with the main difference 
being that the LSEL 78 only stores event messages relevant to the local operation of the CBS 12 
or generated by the CBS's sensors 50 - 53. The LBMC interface 70 only accepts message 
requests from the local CPU 55 for information from the LSEL 78. The LBMC interface 70 does 
not respond to requests from the CBMC 04. 

The LBMC interface 70 is connected to sensors 50 - 53 that are resident on the CBS 12 
as illustrated by Fig. 3 and Fig. 2 where the LBMC interface 70 is connected with the sensors 50 
- 53 located via the SMBus 49. The SMBus 49 is, for example, a two-wire serial bus designed 
for system management. SMBus may be the private management bus for the controller, as 
illustrated in Fig. 2, and multiple SMBuses may be located on an CBS 12. Alternatively, the bus 
may be an I 2 C bus or any other type of connection suitable for connecting sensors to a controller. 
The LBMC interface 70 controls the collection of event messages from the plurality of sensors 
and transfers this information to the LSEL 78 for storage. 

The local FRU information module 76 is utilized to store information about the CBS 12, 
the CBS is the Field Replaceable Unit (FRU) in this case, as illustrated in both Fig. 2 and Fig. 3. 
Exemplary information includes part numbers, vendor model number, or an asset tag for the CBS 
12. In Fig. 3, the dual-domain controller 40 communicates via a 2-wire serial bus (SMBus) to 
the FRU information module 76. In another embodiment of the invention, the dual-domain 
controller 40 may communicate via the I 2 C bus. 

As illustrated in Figs. 2 and 3, the LBMC interface 70 of the dual-domain controller 40 
may provide internal system management information to the local CPU 55 via the LPC bus 48. 
Alternatively, the LBMC interface 70 may provide internal system management information via 
another local bus technology. In one embodiment of the invention, system management 
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information may be transmitted from the dual domain controller via LMBC interface 70 along 
the LPC bus 48 to the South Bridge 58. The South Bridge 58 handles many input/output 
functions for the CBS 12. Because the system management information is to be sent to the local 
CPU 55 and not to be output from a input/output device on the CBS 12, the South Bridge 58 
transfers the information to the North Bridge 56, which handles many system operation functions 
for the CBS 12. The North Bridge 56 transmits the requested system management information to 
the SDRAM 57. The local CPU 55 then accesses the information from the SDRAM 57. The 
North Bridge 56 may also transmit the requested system management information directly to the 
local CPU 55.: ' . . v \w, . 

A CBS 12 may also include the ability for a user to remotely communicate . with theidual- 
domain controller 40. In a computer chassis 02, multiple software applications may have 
ownership over the CBSs. For example, a CBS may be a database server and the database 
application program may need to access the database server for system management information, 
■i.e., board health information. As illustrated in Fig. 2, an Ethernet backplane 2.16 (PICMG 2.16 
IP Backplane for Compact PCI) connector 63 or a front panel Ethernet connector 62 may be used 
to remotely communicate with the LBMC interface 70 of the dual-domain controller 40. The 
user may select which connector is to be utilized to remotely communicate with the LBMC 
interface 70 by configuring a Ethernet multiplexer 61. The Ethernet channel is established 
between one of the Ethernet connectors 62, 63 and the Ethernet controller 60. The connection 
between the dual domain controller 40 and the Ethernet controller 60 may be a SMBus, a I 2 C 
bus, or another appropriate connection. Alternatively, the Ethernet controller 60 may 
communicate via a PCI bus 59 to the South Bridge 58. From the South Bridge 58, the 
communication may be routed via a LPC bus 48 to the dual-domain controller 40. 
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Fig. 4 illustrates an event message flow in a CBS 12 with a dual-domain microcontroller 
40 according to an embodiment of the present invention. A local event is detected 102 by the 
LBMC interface 70. For example, the event may be a reading from a sensor 50 - 53 along with 
an event type. The information is logged 104 into the LSEL 78 under command of the LBMC 
interface 70. The information is analyzed 106 to determine if a command has been issued by the 
CBMC 4 to send event messages for that sensor 50 - 53. The command issued by the CBMC 4 
may be a "set event receiver" command. A "set event receiver" command is issued by the 
CBMC 4 in order to instruct the SMC interfaces 72 to send event messages to the CBMC 4. The 
command specifies a destination to which to send the information, e.g., the CBMC 4, and also 
specifies the particular event and sensor for which a reading is requested. In one embodiment of 
the invention, the event message is analyzed 106 to determine if the CBMC 4 has issued a "set 
event receiver" command to instruct the SMC interface 72 to send the event message to the 
CBMC 4. If the information is to be sent to the CBMC 4, it may be sent 108 over the IPMB 6 to 
the CBMC 4. 

If the information has not been requested by the CBMC 4 or after the information has 
been sent over the EPMB 6 to the CBMC 4, the LBMC interface 70 determines 110 if local 
action is required. An example of local action may be adjusting the local CPU's clock speed 
based on the temperature. Another example of local action is beeping a speaker when anything 
being monitored goes out of specification. If local action is required, the LBMC interface 70 
may, illustratively, send out 112 an event message with an updated sensor reading to the local 
CPU 55. If local action is not required, the LBMC interface 70 does not perform any task and 
the system processes the next event. 
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The present invention provides a system and method of providing increased security in a 

computer chassis that are compliant with IPMI. A computer chassis includes a central baseboard 

management controller, a CPU, and at least one computer board set operating as a management 

controller. The management controller is a dual-domain controller that operates both as a \ ' s<: 

satellite management controller for the computer chassis and a baseboard management controller 

for the computer board set. This configuration allows each CBS to access system information 

about itself without visibility to other CBSs or shared resources, while at the same time 

providing system management information about each CBS to the central BMC. 

While the description above refers to particular embodiments of the present invention^ it 

will .be understood that many modifications may be made without departing from the spirit :;. 

thereof. The accompanying claims are intended to cover such modifications as would:fall within 

the true scope and spirit of the present invention. The presently disclosed embodiments are 

therefore to be considered in all respects as illustrative and not restrictive, the scope of the 

invention being indicated by the appended claims, rather than the foregoing description, and all 

changes that come within the meaning and range of equivalency of the claims are intended to be 

embraced therein. 
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WHAT IS CLAIMED IS; 

1 . A dual-domain microcontroller to communicate secure system management information, 
comprising: 

a satellite management controller to receive a request for system management 
information and to provide system management information of a computer board set through 
a bus interface; and 

a baseboard management controller to receive the system management information from 
the computer board set and to transmit the system management information to the computer 
. board set through a computer board set bus interface,: wherein the satellite management .-■ 
controller and the baseboard management controller, operate simultaneously on the computer 
board set. :* ; • ■* v- 

2. The dual-domain microcontroller of claim 1, wherein the satellite management controller 
and the baseboard management controller are both implemented in an application-specific 
integrated circuit (ASIC) located on the computer board set. 

3. The dual-domain microcontroller of claim 1, wherein the satellite management module and 
the baseboard management module are both implemented in a flash memory on the 
computer board set. 

4. A computer board set, comprising: 

a central processing unit; and 

a dual-domain microcontroller operating simultaneously as a satellite management 
controller to receive a request for system management information and to provide system 
management information of the computer board sets through a bus interface, and as a 
local baseboard management controller to receive the system management information 
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from the computer board set and to provide the system management information to the 
r central processing unit through a computer board set bus interface. 

5. The computer board set of claim 4, where the bus interface is an Intelligent Chassis 
Management Bus (ICMB). 

6. The computer board set of claim 4, wherein the computer board set bus interface is a low-pin 
count bus. 

7. The computer board set of claim 4, wherein the computer board set bus interface is an 
industry standard architecture (ISA) bus. 

8. A Intelligent Platform Management Interface (IPMI) compliant computer chassis, , v 

.■comprising::--:'- :« 

a computer central processing unit; and 

a computer board set having a dual-domain controller, wherein the dual-domain - 
controller operates as a central baseboard management controller to collect system 
management information from the IPMI compliant computer chassis and to provide 
system management to the computer central processing unit through a bus interface. 

9. The computer chassis of claim 8, wherein the bus interface is an Intelligent Chassis 
Management Bus (ICMB). 

10: A Intelligent Platform Management Interface (IPMI) compliant computer chassis, 
comprising: 

a computer central processing unit; and 

a central baseboard management controller to monitor the IPMI compliant computer 
chassis, to make requests for system management information from at least one computer 
board sets, to receive system management information from the at least one. computer 
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board sets, and to provide the system management information to the computer central 
processing unit, wherein a computer board set includes a dual-domain cx>ntrollCT^^Jti 
operate simultaneously as a satellite management controller to receive a request for the 
system management information and to provide the system management irfor^ 
the computer board set through a bus interface to the central baseboard management 
controller, and as a local baseboard management controller to receive the system : 
management information from the computer board set and to provide the system 
management information to the computer board set. 

1 1 . The computer chassis of claim 1 0, wherein the computer board set is a computer chassis • • 
motherboard; . 

12. The computer chassis of claim 10, wherein the computer board sets is installed in a 
computer chassis system slot. 

13. The computer chassis of claim 10, wherein the computer board set is installed in a computer 
chassis expansion slot. 

14. The computer chassis of claim 13, wherein the computer chassis expansion slot is a 
computer chassis peripheral slot. 

15. A network of Intelligent Platform Management Interface (IPMI) complaint computer 
chassis, comprising: 

a first computer chassis including a central baseboard management controller to 
monitor the PMI compliant computer chassis, to make requests for system management 
information from a computer board set, and to receive the system management 
information from the computer board set; and 
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a second computer chassis including a computer board set having a dual-domain 

controller operating, simultaneously as a satellite management controller to receive a 

request for the system management information and to provide the system management 

information of the computer board set through an Intelligent Chassis Management Bus 

(ICMB) to the central baseboard management controller, and as local baseboard 

management controller to receive the system management information from the computer 

board set, and to provide the system management information to the computer board set, 

wherein the first computer chassis is connected to the second computer chassis via the 

16. The network of computer chassis of claim 15, wherein the satellite management controller; ^ 
and the baseboard management controller are both implemented in flash memory on the • •, 
computer board set. 

17. The network of computer chassis of claim 15, wherein the satellite management controller 
and the baseboard management controller are both implemented in an application-specific 
integrated circuit (ASIC) on the computer board set. 

18. A method of providing secure system management information on a computer board set 
installed in a computer complaint with Intelligent Platform Management Interface (IPMI), 
comprising: 

detecting a local event; 

logging the local event into a local system event log; 
analyzing the local event to determine if a command was issued by a central 
baseboard management controller requesting notification of the local event; 
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transmitting a local event message over a satellite management controller interface to 
the central baseboard management controller via an Intelligent Platform Management 
Bus (IPMB) if the central baseboard management controller requested notification of the 
local event; ~ 

determining if local action is required by a local baseboard management controller 
due to the local event; and 

completing the local action by the local baseboard management controller if the local 
action is determined to be required. 

19. The method of providing secure system management information of claim 18; wherein the : • 
local event was detected by a sensor. . . 

20. The method of providing secure system management information of claim 19, wherein the ••' 
local event was detected via a private management bus. 

21 . A program code storage device, comprising: 
a machine-readable storage medium; and 

machine-readable program code, stored on the machine readable storage medium, the 
machine-readable program code having instructions to 
detect a local event; 

log the local event into a local system event log; 

analyze the local event to determine if a command was issued by a central baseboard 
management controller requesting notification of the local event; 

transmit a local event message over a satellite management controller interface to the 
central baseboard management controller through an Intelligent Platform Management 
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Bus (IPMB) if the central baseboard management controller requested notification of the 
local event; : " ' :'A^^^?''r' : '-- 

determine if local action is required by a local baseboard management ^ controller due 
to the local event; and • '. . '-Coifed* W \ V i£\ J 

complete the requested local action if local action is determined to be required. 

22. The machine-readable storage section of claim 21, wherein the local event is detected by a 
sensor. 

23 . The machine-readable storage section of claim 22, wherein the local event is detected by via 
a private management bus. ■ ■!. ,. — ; v. : -= r - :r :.. 
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ABSTRACT OF THE DISCLOSURE 

A computer chassis compliant with the Intelligent Platform Management Interface 
includes a central baseboard management controller (CBMC) and at least one computer board 
set. The computer board set includes a microcontroller that operates simultaneously as a satellite 
management controller to receive system management requests from the CBMC and to provide 
system management information to the CBMC, and as a local baseboard management controller 
to receive system management information about the computer board set and to provide the 
system management information about the computer board set to the computer board set. The 
computer board set detects a local event and logs the message in a local system event log. The v 
satellite management controller determines if the event was requested by the CBMC, and if it 
was requested, transmits a corresponding event message to the CBMC. The local baseboard 
management controller also determines if local action is required and performs the local action if 
appropriate. 
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3. NATURE OF CONVEYANCE (DOCUMENT): 

(Submit herewith only one document for recordation— multiple copies of same Assignment signed by different inventors is one 
document) 



i2assignment of lelwhole opart interest 
^original □facsimile/photocopy 
□change of name □ verified translation 
□securityQmerger Pother: 



EXEC. DATE: December 11, 2001 



EXECUTION DATE(S) ON THE DECLARATION IF FILED HEREWITH: (NOTE IF DATES ON DECLARATION AND 
ASSIGNMENT DIFFER SEE ATTY!) December 11, 2001 




5. Name & Address of Party to Whom Correspondence 
Concerning Document Should be Mailed 

Pillsbury Winthrop LLP 
Intellectual Property Group 

725 South Figueroa Street, Suite 2800 
Los Angeles, CA 90017-5406 



6. NUMBER INVOLVED: 

APPLNS 1 + PATS 0 = TOTAL = 



7. AMOUNT OF FEE ENCLOSED: (Code 581) 
ABOVE TOTAL x $40 = $40. 



5.5ATTY DKT: 
P 0249726 



P12818 



8. IF ABOVE FEE IS MISSING OR INADEQUATE CHARGE 

INSUFFICIENCY TO DEPOSIT ACCOUNT NUMBER: 03-3975 
UNDER ORDER NO 081674 0249726 



MATTER NO. 



CLIENT REF. 



dup. sheet not required 



CLIENT NO. 



MATTER NO. 



9. To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy is a true copy of 
the original document. 




10. Total number of pages including this 
cover sheet, attachments and document 
(do not file dup. Cover sheet) 



S'mna ! 

Attorney: Roger R. Wisi 
Reg. No 



31204 



Atty/Sec: RRW/jes 



Date: January 10, 2002 



TEL: (213) 488-7584 



FAX (213)629-1033 



FILE WITH PTO RETURN RECEIPT (PAT-103A) 



Atty. Dkt ^7^07 9.6 I P12818 

I I Client Ref. 

ASSIGNMENT 
of U.S. Origin Patent Application 
(to Corporation) 
(or Limited Partnership) 

WHEREAS, the undersigned, to wit: 

Pete A. HAWKIN S and Clyde S. CLARK . 

(hereinafter ASSIGNORS), have made an invention known as Dkt. PW 81674-249726 

and entitled: DUAL-DOM AIN INTELLIGENT PLATFORM MANAGEMENT INTERFACE CONTROLLER 
for which an application for Letters Patent of the United States 

[2 was executed even date herewith and is about to be filed in the United States Patent and Trademark Office; 
□ was filed on , Appln. No. / ; 



AND WHEREAS Intel Corporation (hereinafter ASSIGNEE), a corporation duly organized and 
existing under the laws of the State of Delaware and having, its principal office and place of business at 2200 
Mission College Boulevard, Santa Clara, CA 95054, desires to acquire an interest therein; 

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of which are 
hereby acknowledged, the said ASSIGNORS, do hereby sell, assign and transfer unto ASSIGNEE, its 
successors, assigns and legal representatives, the entire right, title, and interest for the United States and all 
foreign countries, in and to any and all improvements that are disclosed in the application for the United States 
patent that has been executed by the undersigned prior hereto or concurrently herewith on the dates indicated 
below and is entitled DUAL-DOMAIN INTELLIGENT PLATFORM MANAGEMENT INTERFACE 
CONTROLLER and in and to said application and all divisional applications, continuation applications, 
continued prosecution applications, continuation-in-part applications, substitute applications, renewal 
applications, reissue applications, reexaminations, extensions, and all other patent applications that have been 
or shall be filed in the United States and all foreign countries on any of said improvements; and in and to all 
original patents, reissued patents, reexamination certificates, and extensions, that have been or shall be issued 
in the United States and all foreign countries on said improvements; and in and to all rights of priority resulting 
from the filing of said United States application; 

agree that said ASSIGNEE may apply for and receive a patent or patents for said improvements in its 
own name; and that, when requested, without charge to, but at the expense of, said ASSIGNEE, its 
successors, assigns, and legal representatives, to carry out in good faith the intent and purpose of this 
Assignment, the undersigned will execute all divisional applications, continuation applications, continued 
prosecution applications, continuation-in-part applications, substitute applications, renewal applications, 
reissue applications, reexaminations, extensions and all other patent applications on any and all said 
improvements; execute all rightful oaths, assignments, powers of attorney, and other papers; communicate to 

j^trfj. PV*LP.2«72«/P128« 



Please return signed/recorded to: 
PillsburyWinthropLLP 
Intellectual Property Group 
725 So. Figueroa Street 
Suite 2800 

Los Angeles, CA 90017-5406 



said ASSIGNEE, its successors, aajjns, and representatives all facts knoy^o the undersigned relating to 
said improvements and the historywreof; and generally assist said ASSI(SiE, its successors, assigns, or 
representatives in securing and maintaining proper patent protection for said improvements and for vesting title 
to said improvements, and all applications for patents and all patents on said improvements, in said 
ASSIGNEE, its successors, assigns, and legal representatives; and 

covenant with said ASSIGNEE, its successors, assigns, and legal representatives that no assignment 
grant, mortgage, license, or other agreement affecting the rights and property herein conveyed has been made 
to others by the undersigned, and that full right to convey the same as herein expressed is possessed by the 
undersigned. 

NOTE : The undersigned hereby authorize Pillsbury Winthrop LLP of the above address to insert 
hereon any further identification necessary or desirable for recordation of this document. 

Executed on the date(s) below indicated. 



Each Inventor: Please Sign and Date Below: 



H - /J_ ' . 2 o Q1 
Date 



Name: Pete A. Hawkins 



Inventor: Please also list the 
date that you signed the 
accompanying 
DECLARATION AND 
POWER OF ATTORNEY: 




Each Inventor: Please Sign and Datc^ elow 
l2/n . 20*>( 




Date 



Name: Clyde S.Clark 



Inventor: Please also list the 
date that you signed the 
accompanying 
DECLARATION AND 
POWER OF ATTORNEY: 



' Date 



U_ .2001 



PWLLP-249726/P1281! 
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